
The Cybersecurity Policy 

Upgrade Imperative for RIAs

A best-in-class cybersecurity policy can enhance the 

overall client experience. Managed with the right partner, 

an enforceable policy ultimately benefits everyone – RIA 
owners, staff, and clients.



The increased reliance on web-based solutions and increased usage of mobile devices means 

that independent registered investment advisors (RIAs) are at exponentially greater risk of being 

cyberattacked than they are of being audited by the U.S. Securities and Exchange Commission 

(SEC).  Unlike a SEC audit, which only a small percentage of RIAs face every year - just 13% of 

- online attacks occur daily and the scope and severity of their attacks are increasing.  

breaches are increasingly subtle and do not disrupt RIA operations immediately, many times it is 

implementing meaningful cybersecurity risk policies. The report points out that while most RIAs 

may be “checking the box” in terms of having written cybersecurity policies and procedures on 

data.

implement technology or cybersecurity measures without a policy. And even though RIAs will not 

recovery, a cybersecurity policy exists to give the RIA a framework for dealing with the lifecycle of 

perceived threats.  After all, it is impossible to manage what you cannot measure.

  •  Protect against anticipated threats or hazards to the security or integrity of customer 
records and information

  •  Protect against unauthorized access to or use of customer records or information that 
could result in substantial harm or inconvenience to any customer

Overview

  ‟Through firm culture, client experience, operational management, and business 
development, RIAs can respond to cybersecurity issues in a proactive and positive 
way that can significantly contribute to growth.”

Wes Stillman, Founder & CEO, RightSize Solutions



The OCIE report points to six areas that RIAs need to focus on for their 
written cybersecurity policies that document enforceable procedures:

Though all of these areas need to be addressed in a cybersecurity policy, there is no such thing as a one-

needs.

GOVERNANCE AND RISK ASSESSMENT. Firms need to map out how they will make 

decisions and handle issues related to cybersecurity intrusions. This includes a framework 

for conducting regular assessments and inventories of data, software, hardware and 

vendors to identify vulnerabilities, classifying their threat level and implementing a process 

for remediation.

ACCESS RIGHTS AND CONTROLS. RIAs are expected to establish and enforce access 

controls to data and systems. This means protecting information in all of its forms from 

misuse, theft, unauthorized dissemination, manipulation and destruction. The protection 

may be either physical or software-based.

DATA LOSS PREVENTION. These policies are meant to protect against the unauthorized 

attachments or uploads. Firms must also monitor for unauthorized data transfers and 

must have procedures in place to verify the authenticity of client requests to transfer 

funds.

VENDOR MANAGEMENT.  If not managed correctly, third-party service providers may 

expose RIAs and their clients to cybersecurity risks.  Firms should have risk-management 

outside vendors and service providers.

TRAINING. RIAs should require mandatory information security training for all staff as part 

of their on-boarding process. Firms should also provide additional training periodically and 

document that employees have completed the required training.

INCIDENT RESPONSE. RIAs should have documented, written procedures for responding 

to and reporting incidents involving unauthorized access to, or unauthorized disclosure 

s 

security breach incident reporting requirements.
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Correct:    wstillman@rightsize-solutions.com

Spoofed:  wstillman@rightsize-solutions.net    spoof: “.net” extension 

wstilman@rightsize-solutions.com   spoof: missing “l” in stillman 

wstillman@rightsizesolutions.com   spoof: missing hyphen between “rightsize-solutions”

SENIOR LEADERSHIP ON CYBERSECURITY

For a cybersecurity policy to function as it should, it requires oversight from the most senior levels 
of the RIA management team. In fact, SEC chairman Jay Clayton noted in his September 20, 2017, 
statement on cybersecurity, “It is our experience…that a focus by senior management on cybersecurity 

is an important contributor to the effective identification and mitigation of cybersecurity risks.”  

Simply put, the firm’s Chief Information Officer / Chief Information Security Officer must be someone 
who understands what the potential cybersecurity risks are to the business as a whole, and who has 

the authority to act. Delegating cybersecurity issues to a mid or junior-level staffer only dilutes the 

effectiveness of the firm’s policy and procedures, no matter how stringent they may seem on paper.
It is less important that this C-level executive be a technology expert, and more important that they 

be disciplined and have the necessary gravitas to enforce a culture of compliance.  The cybersecurity 

policy and procedures will only be as effective as the level of authority the firm puts behind it.  

SPOTLIGHT ON DATA LOSS PREVENTION: EMAIL

Email is a primary means for RIA communication with clients, vendors, other third parties and within 

the firm.  As a result, most breaches happen through email, due to some combination of user error and 
gaps in cybersecurity protection.  An integral part of daily RIA operations, the consequences of email 
misuse and fraud can be devastating.  

For example, client email accounts are prime targets for identity thieves, who send bogus emails from 
hacked accounts. “Spoofed emails” are used to transfer money successfully from investment accounts 

from unsuspecting RIAs.  

A spoofed email address is a fraudulent email account that looks similar enough to a legitimate 

email address so to appear correct to the unsuspecting receiver, who may not recognize innocuous 
differences - e.g., changed domain name from .com to .net, or adding, removing or substituting a 

character from the correct address.

If these mistakes were typed in unintentionally, email to this address would bounce back as incorrect. 

However, a “spoofed” email is tied an actual account that has been set up by the criminal with an 

address that closely resembles one that the end receiver would recognize. When the recipient replies 
to the email, they correspond directly with the thief without realizing it.

Consider:  Using a spoofed email address, a thief gets in touch with a financial advisor posing as 
an existing client to request an update on an account balance.  In his reply email, the advisor gives 
the account balance, which prompts the thief to request a wire transfer. The wire transfer request 
also includes an excuse from the thief for why they cannot be reached via telephone to validate their 

Rolling the dice on a cyberattack creates an enormous financial risk for your business. 
But the stakes are much higher than that. Doing so is also, in effect, gambling on the 
livelihoods of all of your employees and the data security of your customers. As a 

leader, you have a duty to protect them all.” 
Forbes | Why Are So Many Execs Sleeping On Cybersecurity? | June 11, 2018‟



identity – typically an illness or death in the family prevents them from conducting business as usual. 

The advisor accepts the rationale and executes the wire transfer of funds out of their client’s account 
and into that of the thief.  

This chain of events is the result of a sophisticated criminal or criminal network that has broken 

into the client’s personal email account at some point in the past. They have spent time monitoring 
their email usage and communication patterns. The cybertheives have gotten to know who this 

individual corresponds with and where the potential assets are. They can also adopt the individual’s 
communication style well enough to commit a crime.   

EMAIL HACKS CAN HAPPEN TO RIAS, TOO

Without an enforced cybersecurity policy that includes user authentication protocols and network 
security to prevent unauthorized access to a firm’s private network, RIAs are as vulnerable to spoofing 
and email hacks as their clients. Typically, an unsuspecting advisor or firm employee will click on a link 
inside a phishing email, which immediately compromises the account.

Once the account has been hacked, the thief can send emails that are legitimately from the advisor’s 
account. They also have access to everything, not just email.  This means the thief can tap into client 

emails and nonpublic client information, and communicate directly with clients using the advisor’s 
legitimate email address. 

To avoid getting caught by the RIA, which would happen when a client replied to an email, the thief 

initiates auto-forwarding rules for the advisor’s email account, so that communications circumvent the 
advisor’s inbox and are passed to the thief.

AN OUNCE OF PREVENTION

A strong cybersecurity policy will mandate the firm have conditional access rules and technology in 
place to help prevent these issues, including multi-factor authentication (MFA) and email monitoring.   

Conditional access rules help verify the user and help prevent unauthorized access to the firm’s private 
network.  To gain access, users must log in with strong passwords from on registered devices – or 

those that the private network “knows” or recognizes. With MFA, users who want to log in from an 
unregistered or unrecognized device, such as a personal mobile device or home PC, must validate 
their identity in at least two ways before being granted access to the firm’s private network.   

RIAs should have protocols to routinely watch email rules to make sure that nothing is being forwarded 

automatically outside the firm. As an added layer of protection, RIAs should prohibit personnel from 
accessing their personal email accounts through the firm’s private network.  

For inbound emails, protocols can alert advisors to the potential of fraud and thwart criminal attempts 
to access client accounts and personal information.  This can include staff training, mandatory verbal 

confirmations of transfer requests, and client email prompts. RIAs can also mandate encryption on 
emails that are flagged as containing personally identifiable or sensitive information, or use portals or 
shared folders for transmitting this type of data.

Hackers do not cause breaches; people do. All hackers do is look for doors to open 
and take advantage of open ones that are available. Every breach occurs because 
somebody in a company did something they weren’t supposed to or failed to do 

something they should have.” 
ThinkAdvisor | Legendary Ex-Fraudster Frank Abagnale Says Cybercrime Will Turn Deadly | June 29, 2018‟



THE CYBERSECURITY IMPERATIVE

The internet and electronic communications are integral to how RIAs do business and interact with 

clients, making the cybersecurity policy a necessary defense against bad actors. The majority of cyber 

events are caused by carelessness, ill-will or lack of training, but malicious attacks can come from 

insiders or employees. 

Unfortunately, most RIAs lack a workable cybersecurity policy because they do not know how or where

to begin. This makes them easy targets in an age where cybercriminals are running highly sophisticated 

game of whac-a-mole, and RIAs simply do not stand a chance. 

weaving cybersecurity protocols into the fabric of daily operations, the policy protects and monitors 

access, data storage and transmission from the RIA perspective.  

In fact, a best-in-class cybersecurity policy can enhance the overall client experience, which can be 

to focus on doing what they do best.

None of us want to have to spend our time dealing with these threats to our 

business, but it’s important to allocate time to plan for them when we can think 

clearly and unburdened by the need to rush. Make sure that you and your staff are 

educated about best practices for thwarting attacks, that you’ve developed a policy 

for dealing with attacks and that everyone is clear on what is expected should an 

attack occur. The time you spend preparing now could just end up being some 

of the most important hours you ever put into your business.” 

‟

Statement on Cybersecurity, U.S. Securities & Exchange Commission 

https://www.ecfr.gov/cgi-bin/text-idx?node=17:4.0.1.1.8&rgn=div5#se17.4.248_130
https://www.ecfr.gov/cgi-bin/text-idx?node=17:4.0.1.1.8&rgn=div5#se17.4.248_1201
https://www.sec.gov/news/public-statement/statement-clayton-2017-09-20
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About the Author 

About RightSize Solutions

Wes Stillman is the CEO of RightSize Solutions, a premiere 

provider of outsourced IT. Wes launched RightSize Solutions in 

2002 to respond to RIAs that needed a technology partner who 

truely understood their business. RightSize Solutions has since 

grown to provide a full service IT solution that helps advisors of 

all types and sizes to expand and protect their businesses. A 

technology-pioneer in every sense, Wes is regularly quoted as a 

subject matter expert in industry publications and also speaks to 

small and large groups on topics such as cybersecurity, cloud-

based environments and leveraging technology

RightSize Solutions is a privately held company headquartered in Lenexa, KS. Our company roots

date back to 2002 and our focus is exclusively in the registered investment advisor (RIA) 

community. As the premier provider of IT Management Services for the wealth management 

technology management and Cloudbased cybersecurity solutions to RIAs.

We provide all prospective clients with a full technology assessment of their network. Have existing 

tech problems? Our support team would love a chance to demonstrate their knowledge. At no cost 

to you

Call (913) 396-4600 or email us at info@rightsize-solutions.com. 

Technology assessment includes:

•  Free 45 minute consultation (a $500 value)
•  Complete assessment of technology environment

Subscribe to our newsletter  

• Sign up at rightsize-solutions.com  

• Monthly blog posts, articles and Cybersecurity News Commentary
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